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HIPAA Gap Analysis - Evaluate the in-scope processes, systems and applications against the requirements of the HIPAA Security and Privacy Rules. 
SilverSky will examine these against the security and control structure or related information systems and business processes that are involved in 
the Customer’s collection, use and disclosure of PHI/ePHI to determine their compliance. During this phase SilverSky will: 

 
• Assess how PHI/ePHI is collected, used and disclosed throughout the key business, technology infrastructure, relevant systems and 

business processes  
• Interview key system and business stakeholders to identify current policies and practices related to PHI/ePHI 
• Identify and assess information security risks within key functional areas associated with PHI/ePHI  
• Learn Customer’s current risk management techniques for addressing security and privacy risks 
• Identify deficiencies and gaps in Customer’s security and privacy practices through targeted tests and control analysis  
• Develop detailed recommendations to remediate deficiencies  

 
SilverSky will assess against the HIPAA Security Guidelines and NIST 800-66: Resource Guide for Implementing the Health Insurance Portability and 
Accountability Act (HIPAA) Security Rule which includes: 
 

Administrative Safeguards 
• Security Management Process 
• Assigned Security Responsibility 
• Workforce Security 
• Information Access Management 
• Security Awareness and Training 
• Security Incident Procedures 
• Contingency Planning 
• Evaluation 
• Business Associate Contracts 
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