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 INTERNAL PENETRATION TESTING 

1 Overview  
This Statement of Work (“SOW”), with any appendices included by reference, is part of any agreement which 
incorporates this document by reference. 

1.1 S e rv ice Summary  
The purpose of Internal Penetration Testing (the “Service”) is to identify the feasibility of an attack and to determine the 
extent of the impact of the successful exploitation of internal systems against one or more realistic objectives in an 
assumed breach scenario. The testing will employ intrusion analysis and testing methodologies to test the vulnerability 
of specific Customer assets to malicious activities. The process will mimic typical attacker techniques, including actual 
attempts to exploit identified vulnerabilities from a foothold within the network. SilverSky consultants will meet with 
key members of the Customer’s staff to determine the scope and ‘rules of engagement’ for performing the testing. This 
includes clarifying or determining specific aspects such as the objective and target(s) of the test, notification 
requirements, and the timing of testing. The Customer will provide SilverSky with initial access to the internal network to 
simulate an assumed breach scenario as part of this assessment. 

 

Project Deliverables: 

Comprehensive Report is structured as follows:  

Assessment information including the environment description, narrative, key findings (including severity, description, 

affected hosts, recommendation, references and evidence)  

 

1.2 Phases of Penetratio n Testin g  
Phases of penetration testing activities include the following: 

 

- Planning – Customer goals and rules of engagement (RoE) obtained 
- Discovery – Perform scanning and enumeration to identify potential vulnerabilities and exploits 
- Attack – Confirm potential vulnerabilities through exploitation and perform further enumeration 
- Reporting – Document all found vulnerabilities and exploits, failed attempts and company strengths 

 

1.3 Project Summary  
 

SilverSky will provide the following primary tasks, subject to modification or extension based on the engagement: 

 
1. Kick-off Meeting 
2. Reconnaissance (Passive / Active)  
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engagement. Any change to the dates within two weeks (14 days inclusive) of the start date may result in the effort 
being forfeited if SilverSky cannot reassign committed resources to other customer work. The Customer will be 
responsible for any non-refundable travel and lodging already booked, should travel have been agreed upon. 
 

3.2 
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Penetration testing is an active assessment of a defined network, system or application. The impact on the 
Customer’s normal business operation is expected to be minimal. However, given the nature of the assignment, 
SilverSky makes no representations or covenants regarding actual consequences that may result from the 
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